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1 Introduction
Traditionally there were many different purpose communication networks using many
different, dedicated technologies. The current trend in telecommunication is “convergence”, which almost became an over-used stereotype.
This process began first in the “telecom-world”, that is, the classical, circuit-switched
telephone network, which was originally speech oriented. This continued by embracing non-speech communication, such as circuit-switched data communication (e.g.,
telex, then facsimile services). Later packet-switching started to spread (e.g. X.25 networks) and this convergence culminated in the concept of Integrated Services Digital
Networks[1, 2, 3]. The next logical step was the introduction of Mobile Networks, such
as GSM [4].
Meanwhile, “datacom networks” (that is, packet-switched data-communication networks) gained momentum from the advent of computers: the need has arisen for
machine-to-machine communication without human intervention, such as Unix-toUnix-Copy (UUCP) [5]. This has eventually evolved into the web of data-communications
network that we commonly refer to as the Internet [6].
As the packet-switched technology matured it is becoming more and more viable to
converge these different technologies, resulting in such new solutions that Voice-overIP (VoIP) [7].
The future of the communication networks doubtlessly lies within full convergence,
such the IMT-2000[8] initiative of the ITU-T [9], or its European version, the Universal Mobile Telecommunication System (UMTS) [10] developed by 3GPP[11] and
ETSI [12].
This convergence undoubtedly results in a complex and heterogeneous network environment and poses many challenging technical problems to solve. In my dissertation
I deal with certain problems of the above mentioned technologies, which are loosely
coupled to each other.
In the rest of this Introduction I overview my research objectives and methodology
in Sections 1.1 and 1.2, then I depict the structure, or “glue” of my thesis in Section 2
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that interconnects the individual thesis-claim groups. In Section 3 I describe my new
scientific results. These are organized into three main thesis-claim groups, corresponding to their introductory discussions in Section 2.

1.1 Research objectives
In my research I was always interested in the problems of communication systems. The
Internet is more and more involved in our everyday life and seems to merge with other
communication systems to form a joint communication-infosphere around us. This
huge and fast evolution poses challenging questions in different fields. In my view,
these different facets can not be considered separately: a common view seems necessary to unite the different and sometimes contradictory facets of this evolution. Several
key problems could be addressed, the three key points I consider most important are
the followings:
• Internet has become almost the primary source of information, which improved
the importance of several:
– intelligent, human and robotic community based data mining techniques
are of high importance
– privacy and personal rights have to be protected, since these are more vulnerable in on-line environments, contrary to the widespread belief of the
“anonymity” of the Internet,
– the current widespread use of false and malicious information distribution
(e.g., spam, phising, stb.) calls for certain degree of enforceable accountability
• All of the algorithms and their host hardware (at least in theory) should be error
free:
– testing and optimization are necessary throughout the entire life-cycle of
the products (either hardware, or software), including the design phase before the actual manufacturing or development.
2

– testing in simulated working conditions is often useful and necessary at the
same time
• The exponential growth of the testing steps with the number of units requires
novel state-of-the-art methods.
My three main thesis-claims of my dissertation try to cover these three fields, respectively. My research has been conducted on these fields while I was also engaged in
practical engineering works. During these years some of my claims presented/repeated
in this dissertation might have been improved by other researchers, however, at the time
of their first publication they were new.
The understanding I gained during my research work, which allowed me to formulate the central problems in a top-down manner also allowed me to keep track the recent
development on these particular and still most important points. To each claims, I will
add a short description, or at least some references about the state-of-the-art today.
I first discuss the dual problem of anonymity and accountability over the Internet
in thesis claim-group 1. It is discussed in Section 2.1 and detailed in Section 3.1, see
also [J1, C3].
The above proposed solution has a distributed nature. I was always fascinated by
the possibilities and inherent testability problems of the layered Open Systems Interconnection [13] model, which provided the first viable and implementable model of
distributed systems having heterogeneous components. This will guide me toward the
thesis claim-group 2, which is related to protocol testing practices using trace analysis.
It is discussed in 2.2 and detailed in 3.4, see also [D1, J4, J5, C4, C6].
Communications protocol testing, especially computer aided test generation (CATG)
[C4] often suffers from exponential growth of the generated test sequences. This problem can be tackled, for example, by optimization techniques, see, e.g., [14].
The last part of my thesis therefore discusses the possibilities of combining two
optimization algorithms: Stage [15] and the Genetic Algorithm with Local Search [16].
This has resulted in the thesis claim-group 3, which is discussed in 2.3 and detailed in
Section 3.5, see also [J6, J2, C7]. The aim of the combination of these two algorithms
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was to mix the “robustness” of the Genetic Algorithms and the “intuitiveness” of Stage.

1.2 Research methods
Any credible research should start with an overview of the scientific state-of-the-art
by appropriate literature search. This has been conducted for each three fields of my
research, as documented in [C3], [D1] and [J6].
Theoretical analysis of the layered architecture was performed for the claim-groups 1
and 2. The former claim-group has underwent the trial of actual implementation effort [17], while the latter has underwent the scrutiny of a public-defense process [D1].
The claim-group 3 was exposed to another traditional research method: controlled
simulations have been performed to evaluate of the effectiveness of the proposed algorithm [J6].

2 Challanges in modern telecommuncations
2.1 Challanges of the accountable cooperation with anonymity
One of the most fascinating possibilities of the World Wide Web and its underlying
communication infrastructure, the Internet, is their support of (electronic) collaboration beyond the traditional geographical limits. A key factor of these collaborations
is their “virtuality”, that is, instead of real users their virtual identities are observable.
The need to provide privacy in this virtual world led to the development of several theoretical research as well prototype implementations. These technologies provide data
or communications anonymity or personalization
For example, Onion Routing [18], Crowds [19], and Hordes [20] provide connection anonymity. Systems GNUnet [21], FreeNet [22], and Napster [23] facilitate filesharing services and guarantee different levels of anonymity. Models, like anonymous
e-mail [24, 25] or electronic commerce [26, 27, 28], have been developed to support
specific applications. My claim is that full anonymity poses a serious security problem,
allowing malicious users to avoid accountability for their actions.
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I proposed [J1, C3] a multi-layered framework that supports anonymous collaborations of virtual users while providing means to hold them responsible for their activities. I use the term accountability for this latter requirement throughout this booklet.
I use pseudonymity to hide the identity of a user but allow to reveal this identity under
specific circumstances. The main focus of my work is to develop methods that guarantee that the mapping between a user’s identity and the corresponding pseudonym
cannot be disclosed, unless this disclosure is justified. This justification may be given
by the virtual community (e.g., to enforce internal requirements) or by the external
society of the community (e.g., to enforce legal restrictions).
Most of the existing works require a trusted authority or authorities to safeguard
these mappings. A limitation of these approaches is that it is not always possible to
find such entities. I proposed a new method that distributes trust among the members
of the community rather than requiring the existence of a single trusted entity. The
disclosure of a user’s identity requires the collaboration of a quorum of users. My
techniques guarantee accountability and high-assurance anonymity.
2.1.1 Differentiating between internal and external accountability
I proposed a two-layered anonymity model. The first layer provides mapping among
the different virtual identities of the same real user, without revealing the identity of the
real user. The second layer provides mapping between a real user and the user’s base
virtual identity. To reveal the mapping at each layer, the support of the community
is required. Disclosure of the mapping between a real user and the corresponding
base identity also requires external justification, like court order. Therefore, I have
developed the concepts of internal and external accountability.
1. Internal accountability is when the virtual (pseudonym) member of a group is
identifiable within the group and can be held responsible for his/her actions according to the “ethic”, or policy of the group.
2. External accountability when the real entity behind the pseudonym member of a
group is identifiable and can be held responsible for his/her actions according to
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the “ethic”, or the law of the external environment hosting the group.
The problem of deciding who is allowed to issue a justification to reveal the above
mappings is outside of the scope of this thesis.
2.1.2 A solution with threshold cryptography
I am concerned with the technology, which (i) is capable of handling requests from
the external world, (ii) offers the tools for investigating inconsistencies of the internal decision making, (iii) can keep the anonymity of the investigators and, (iv) which,
under certain conditions, can implement new rules that modify decision making. The
computational challenge is how to define such communities and how to safeguard the
operations. This is currently (in 2004) an ongoing research topic among three universities (BME and ELTE from Hungary and USC from USA). Our initial results were
presented in [C3]. We also provided means to the users to look at the data stored about
them. Behind issues of accountability and anonymity the system is capable to realize
a democratic, self-organizing community where the rights (e.g., access control) can be
issued and distributed automatically based on the “merits” of the members.
2.1.3 The prototype project: SyllabNet
I also present my experimental implementation, a “practical choice” of these concepts
for a real world application [17]. In my example, students can evaluate course materials, can design their own course maps using a graphical map editor, have a map
publishing web application, and can keep their anonymity under A2SOC principles.
Internal accountability means that individual maps, their annotations, forum entries,
etc. can be evaluated by the community and the value can be associated or mapped
to virtual user identities in a non-ambiguous fashion. External accountability concerns
those participants of the community, whose role need to be changed. One example is
that the activity of a virtual user is not allowed by the rules of the community and this
person should be excluded from publishing. Another – not yet implemented – option is
that a Board makes decisions if maps meet certain criteria and can be published or not.
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Such refereeing constrains anonymity: the author and the referee should be different
real persons.
Novel aspects of my work include
• the formalization of A2SOC systems,
• the improvement of the original cryptographic protocol from using one central
trusted entity to two semi-trusted entities.
These are published in [J1] and detailed in Section 3.1.

2.2 Trace analysis in conformance testing of telecommunication
protocols
Modern Internet based systems often have distributed architecture, which means an
architecture that consists of parts that communicate with each others. The SyllabNet
project mentioned in Section 2.1.3 is just an example for this kind of systems. Distributed systems are long studied research topic, it has also spawned the well-known
“Open Systems Interconnection” (OSI) model.
The OSI model was defined by both the standardization bodies of the International
Standards Organization (ISO [29], which has issued OSI as an International Standard [30]), and ITU-T (the former CCITT, which has issued OSI as Recommendation X.200).
The OSI standard states that
“. . . Only the external behaviour of Open Systems is retained as the standard of behaviour of real Open Systems.”
This has caused another big area of standardization efforts: What can be done to make
someone sure that a “real Open System” indeed conforms to the respective “standard
of behaviour”? The answer to this was the development of the “Conformance Testing
Methodology and Framework” (CTMF, ISO-9646 [31]).
The CTMF model has various advantages and disadvantages [32, 33, 34, 35, 36].
From the point-of-view of the size and complexity of the ISO-9646 test suites, a par7

ticular disadvantage of the CTMF methodology is that the Abstract Test Suite (ATS)
developer is required to explicitly classify each possible responses for each test stimulus. This practically means that the “inverse” of the respective protocol specification
has to be included in each ATS. This problem was investigated in detail by Russil
Wvong in the case of the X.25 protocol [35, 36].
2.2.1 A possible solution for the ISO-9646 ATS complexity problem
Wvong in his X.25 related master’s thesis [35, 36] has suggested that it might be advantageous to include trace analysis methods into the conformance testing methodology.
Inspired by his work I have suggested [D1, J4, J5, C6] a solution to incorporate SDL
based trace analysis in to the CTMF framework. The solution allows the use of trace
analysis with only the minimally necessary disruption to the existing methodology.
The key part of the solution is to decompose the ISO-9646 test campaign verdictmaking rules into two:
1. An automated decision about the validity of the response of the Implementation
Under Test (IUT) for a given stimulus with respect to the protocol specification.
This decision can be the outcome of some automated trace analysis that requires
machine-processable protocol specifications (e.g. in SDL [37]). The use of trace
analysis relieves the ATS developer from the error-prone burden of the explicit
qualifications of all possible outcomes of the test case.
2. A decision with respect to the expectedness, or unexpectedness of the response
from the IUT. This specification can be the main and only content of ATS-es that
utilize trace analysis.
These new results are detailed in Section 3.4.

2.3 The problem of satisfiability and big systems
The test generation methods of telecommunication protocols [C4] are often suffers
from complexity problems: the bigger the size (complexity) of the protocol specifica-
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tion the faster the (exponential) growth of the size of corresponding ATS [38, 39, 40,
41].
This has turned my attention toward methods and solutions for engineering applications that involve N P -hard optimization problems, in which a heuristic is used to
find the optimum or near-optimum of a cost or objective function. There are many approximation techniques aiming to overcome time requirements of exhaustive searches.
For a recent review of such approximations see, e.g., [42]. Recently, a novel technique
called S TAGE using function approximators (FAPPs), e.g., artificial neural networks,
and a specific approximation of reinforcement learning (RL, [43]) has been suggested
in [15, 44].
S TAGE, indeed, showed attractive properties in our studies [J2, C7] on real-world
engineering problems.
S TAGE has also shown excellent performance on combinatorial problems such as
bin-packing, map-coloring, channel routing, etc. [44, 15, 45], but it had some weaknesses, as shown in [C7]. S TAGE can often recognize the structure of the state space
and make use of this structure to guide the search to better regions of the search space
quickly. However, its stability and reliability depends heavily on the used FAPP and
the original S TAGE algorithm is not a parallel technique.
2.3.1 Combining the algorithms GA and STAGE
Genetic algorithms (GA-s) are well known for their stability and their suitability for
parallel implementations. It is also known that they can be combined with local search
(LS) techniques to speed up their convergence to the exact global optimum [46, 47,
48, 49]. Liang et al. [50, 51] has also developed techniques to combine FAPPs, local
searches and evolutionary techniques. Liang’s work, however, does suffer from the
dimensionality problem and it deals with only continuous problem space.
This has motivated the development of a new algorithm, which combines genetic
algorithm (GA) and S TAGE. In this version of GA, called GA with Stagenis (GAwStagenis, or simply GAS), the fitness of the individuals is determined as the best value
found by a local search (LS) starting from the state the individual represents.
9

New individuals are introduced by the standard crossover operator of GA and by a
new genetic operator ‘Stagenis’ (i.e., S TAGE-assisted genesis). Mutation is covered by
this Stagenis operation. S TAGE makes use a FAPP to approximate and smoothen the
objective function. GAS makes use of the same technique. In the Stagenis operation
first a LS is executed on the FAPP and then an individual is generated at the minimum
of this FAPP.
New scientific results of GAS are published in [J2, J6, C7] and discussed in Section 3.5.
File Id: glue.tex,v 1.1 2004/11/08 09:45:48 ziegler Exp
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Figure 1: Layered framework for anonymous, but accountable communities.

3 New scientific results
3.1 Anonymous, but accountable communities
Claim-group 1. I have defined a method, a layered-framework and corresponding
communication and security protocols to support anonymous, but accountable communities [J1, C3].
Claim 1.1. I have defined a layered-framework [C3] that can support anonymous, but
accountable communities, as shown in Figure 1, and further elaborated in [J1], see
Figure 2.
The framework contains three layers, each of them might be sub-divided further:
• The lowest layer is the “communication transport layer”, which provides the basic communication transport service. cooperation of members of the community.
• The “collaboration layer” provides means of cooperation for the community
members.
• The “Accountable Anonymizer (A2) layer” supports the protection of sensitive
data of the members while it provides means for revealing the protected data in
justified cases.
11
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Figure 2: TTP with Application Server (TTPwAS). The TTP acts as a "firewall" between the users and the AS. That is, TTP realizes the Access Control function and
maintains the book-keeping of internal accountability.
The communication transport layer can be any networking technology, such as
HTTP [52], SMTP [53], or SOAP [54].
The collaboration layer is usually provided by some group-ware application. This
can be a typical “forum” software on an Internet portal, or a client-server application,
such as a map-server with client map-editors [17].
The definition of an accountable anonymizer service is the main contribution of the
thesis Claim-group 1
Claim 1.2. I have defined a method based on public-key threshold-cryptography. It
supports the protection of “secrets” (like personal data, i.e., anonymity) via encryption
by the public-key of the “community”. It also makes possible to reveal these secrets in
justified cases in a democratic voting procedure (i.e., supporting accountability). The
voting process is realized as the threshold-decryption procedure. Each Board Member
(BM) holds a fragment of the private-key (a “share”) belonging to the public-key of the
community.
Achieving a “quorum” is defined as reaching the threshold of the cryptosystem. If
enough Board Member is willing to apply his/her key-share to the decryption process
then it is possible to decrypt, otherwise it is not.
12

3.1.1 Security protocols
Claim 1.3. I have defined security and communication protocols for the framework
defined in thesis Claim 1. With this I have managed to avoid the requirement of “fulltrust” in the A2SOC server in case of verified registration (refer to Thesis 1.3.1).
Subclaim 1.3.1. Based on [C3] I have defined [J1] a protocol for verified registration
to the A2SOC community via a “trusted A2SOC Authority” (TAA). At the end of the
successful execution the user receives a new virtual identity.
The involvement of the TAA ensures that the A2SOC server does not see the cleartext version of the registration data. The clear-text registration data is verified by the
TAA, then it is encrpyted before being sent over to the A2SOC server.This protocol
provides the stronger level of accountability (both external and internal).
Subclaim 1.3.2. Based on [C3] I have defined [J1] a protocol for non-verified registration to the A2SOC community. At the end of the successful execution the user receives
a new virtual identity. This Protocol is the same as the protocol of Claim 1.3.1. from
the point of the view of the user, however, it is different at the server side.
This provides a somewhat simplified registration procedure, but also the A2SOC
server sees the clear-text registration data. The content of the registration data is not
verified by the A2SOC server, who is supposed to delete the clear-text registration data
after encrypting it.
Subclaim 1.3.3. Based on [C3] I have defined [J1] a protocol for registering a descendant virtual identity of an already registered user.
Subclaim 1.3.4. Based on [C3] I have defined [J1] a protocol for voting about uncovering the real user behind an accused virtual user. It aids a requestor (e.g., a user) to
obtain the real identity of some accused user of the community (external accountability).
Subclaim 1.3.5. Based on [C3] I have defined [J1] a protocol to provide means for
a user who wants to check the registered data about himself/herselfIt can be used to
retrieve one’s own registration data for checking purposes.
13

3.2 Assurance of the Security Protocols
One of the major problem in dynamic, decentralized systems is the maintenance of
information that is necessary for security processing. In the proposed system, the mapping ν : real user → base virtual identity is encrypted with the public key of the A2C
community, and the private key is distributed among the Board Members of the community by threshold secret sharing.
In addition to the security protocols, I provided a formal framework to define the
concepts in the model and allow me to establish security properties of our model.
Subclaim 1.3.6. The A2SOC security protocols provide
1. internal accountability
2. external accountability
The proof of the theorem follows naturally from the processes enforced by the
protocols.

3.3 Applicability of the new results: the SyllabNet project
To test our ideas in practice, a proof-of-concept testbed project was implemented. The
testbed is being developed jointly at the Budapest University of Technology and Economics and the Eötvös Loránd University. For the groupware application to be extended by A2SOC principles we have chosen the Coraler Hostess (as the application
server (AS)) and the Coraler MapEditor/MapViewer [17] as the client program for the
Coraler Hostess). The Coraler system was chosen given its map-based versatility and
that it is freely available for academic use.
File Id: a2soc.tex,v 1.4 2004/11/13 08:47:57 ziegler Exp
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3.4 Trace analysis and conformance testing
Claim-group 2. I have formally investigated the reasons behind the inherent complexity of ISO-9646 test suites. I have described a possible remedy for this problem
by incorporating trace analysis into the ISO-9646 CTMF framework [55]. The solution [D1, J4, J5, C4, C6] provides as much backward-compatibility as possible with
the existing CTMF standard.
3.4.1 The reasons of complexity of the ISO-9646 test suites
It is known from engineering experience (from both my own engineering experience
and also from literature, see, e.g., [36, 35]) that ISO-9646 test suites are complex,
therefore error-prone to develop.
Claim 2.1. I have formally investigated [D1] the reasons behind the inherent complexity of ISO-9646 test suites.
Subclaim 2.1.1. I have defined the RT T (i, s) (Required Test Trace) that formally
describes the ISO-9646 [56] test purpose for the ith test requirement belonging to
state s of the IUT. It is either linear, or tree-structured event trace containing stimuliresponses sequence(s), as shown in Figure 3. The observability of any trace from
RT T (i, s) determines whether the PASS verdict can be issued, or not.

RT T (i, s) = {
START :

(i1 , o1 ), (i2 , o2 ), . . . , (ik , {ok,1 : alt1, . . . , ok,K : altK});

alt1 :

(ialt1,1 /oalt1,1 ), . . . , (ialt1,l /{oalt1,l : altK, . . . , oalt1,l : altM})

alt2 :

(ialt2,1 /oalt2,1 ), . . .

. . .:
altN :

...

altZ :

(ialtZ,1 /oaltZ,1 ), . . . , (ialtZ,M /oaltZ,M )

}
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where

∀i, j : (i = τ ) ⇒ (j 6= τ ) ∧ (j = τ ) ⇒ (i 6= τ )

alt1:
ialt1,1 /oalt1,1

/o
k

alt2:
i
/oalt2,1 ialt2,2 /oalt2,2
2 alt2,1

o k,
i k/

ik

i1 /o1

,1

START:

ialt1,2 /oalt1,2

k
/o
ik
,N

altZ:
ialtZ,1 /oaltZ,1

ialtZ,M /oaltZ,M

Figure 3: The tree-like RT T required test trace

Subclaim 2.1.2. I have defined the following ≤prec relation (read precursor-relation)
between two input/output event sequences.

IF IO1
AND IO2

= ((i1 /o1 ), (i2 /o2 ), . . . , (ip /op ));
= IO1 · ((ip+1 /op+1 ), (ip+2 /op+2 ), . . . , (iq /oq ))
= ((i1 /o1 ), . . . , (ip /op ), (ip+1 /op+1 ), . . . , (iq , oq )); ik ∈ I, ok ∈ O, q ≥ p,

THEN

IO1 ≤prec IO2

This relation is non-symmetrical, reflexive and transitive.
Informally it means that an event sequence IO1 of length p is the precursor of
another IO2 of length q, p ≤ q if the events (ij /oj ) from IO1 are pairwise equivalent
with the respective (i0j /o0j ) from the beginning of IOj .
Subclaim 2.1.3. I have defined RT TAll (i, s), the set of all possible traversals of
RT T (i, s). The members of this set are individual test traces RT Tj (i, s) of length
16

L that each start at the START label and ends in a leaf of the test-tree, therefore describes possible test-outcomes (assuming that no test-case error occurs). The size of
the set J = |RT TAll (i, s)| gives us the number of verdicts that the test case designer
should compute for test purpose i of IUT state s:

RT TAll (i, s) = {RT Tj (i, s) ∈ RT T (i, s)|j = 1, . . . , J},
whereRT Tj (i, s) = ((i1,j /o1,j ), (i2,j /o2,j ), . . . , (iL,j /oL,j ))
Subclaim 2.1.4. I have defined the set of all possible precursors of RT T j(i, s) as
follows:

RT Tj∗(i, s) = {IOk,j ≤prec RT Tj (i, s)|k = 1, . . . , L;
l ≤ m ⇒ IOl,j ≤prec IOm,j ;
l 6= m ⇒ IOl,j 6= IOm,j }
Subclaim 2.1.5. I have defined the set of all possible alternative traversal RT T ∗(i, s)
of RT T (i, s) as follows

RT T ∗(i, s) =

[

RT Tj∗(i, s)

j

Subclaim 2.1.6. I have categorized the possible responses to a given test-stimulus
ik into two classes: the set of expected acceptable answers Okacc and the set of notexpected unacceptable answers Okunacc , which together gives us the set of all possible
answers Ok = Okacc ∪ Okunacc to the k th test-stimulus ik . Based on this categorization
I have classified the possible input/output event pairs at the k th level of RT T (is) into
three:
Expected response We got this case if the IUT responses to the ik stimulus with any of
the acceptable answers ok ∈ Okacc . This means that the observed test trace Tk is
in the set of acceptable Tkacc test traces of length k. In other word, the following
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property holds:
Tk = {Tk−1 · (i0k /o0k )|i0k = ik ; o0k ∈ Okacc } ∈ T acc
The size of this set is |Tkacc | = |Okacc |. This size is the same as that of RT Tk (i, s).
Unexpected response We got this case if the IUT responses to the ik stimulus with
any of the unacceptable answers, that is, ok = oe 6∈ Okacc . This means that the
observed test trace Tk is not in the set of acceptable Tkacc test traces of length k.
This case also may produce more than one unacceptable responses, there fore it
is a set: T unacc. The following property holds:
Tk = {Tk−1 · (i0k /o0k )|i0k = ik ; o0k ∈ Okunacc } ∈ T unacc
The size of this set is |Tkunacc | = |O| − |Okacc |
Response without a stimulus It is possible in certain cases that before sending the
ik 6= τ (τ is the empty event) stimulus the IUT sends some o0 = ok 6= τ , which
means that an implicit i0k = τ must be inserted into the test trace Tk , since that
must hold event-pairs. These outcomes also make a set: T Tkunacc. The following
property holds:
Tk = {Tk−1 · (i0k /o0k )|i0k = τ ; o0k ∈ O} ∈ T T unacc
Since the number of unexpected messages equals to the size of the output alphabet O, therefore the size of this set is |T Tkunacc| = |O|
This means that we can assign a preliminary PASSverdict for the branches equaling to Tkacc, but cannot assign verdict for the cases of Tkunacc ∪Tkunacc . This latter needs
either FAIL, or maybe IN CON CLU SIVEverdicts. These latter verdicts cause the
most difficulties for test case designers and cause most of the complexity.
Subclaim 2.1.7. I have shown that the ISO-9646 CTMF requirement of explicit categorization of all possible outcomes makes the branching factor considerably bigger:
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at step k instead of the minimally necessary |Okacc | = |RT Tk (i, s)|, often considerably
more responses should be taken into account:
|Okacc | + (|O| − |Okacc |) + |O| = 2 · |O|
Claim 2.2. Based on the notion of RT T (i, s) Required Test Trace for test purpose i
in state s and on the notion of the particular j th depth-first traversal RT Tj (i, s) of
S
RT T (i, s), I have formally defined the complete Test Case T C(i, s) = j T Cj (i, s)
that contains the classifications (verdicts) of all possible events.

T Cj (i, s) = {(Tk,j , V ERDICT )|k = 1, 2, . . . , L; j = 1, 2, . . . ≤ 2 · |O|}
where

Tk,j ∈ Tkacc ∪ Tkunacc ∪ T Tkunacc

and

Lj = |RT Tj (i, s)|

and

RT Tj (i, s) ≤prec RT T (i, s)

and

Tkacc ∈ RT Tj∗(i, s)

and

V ERDICT ∈ {PASS, FAIL, IN CON CLU SIVE}

furthermore

[Tk,j ∈ Tkacc ∈ RT Tj∗(i, s) ⇔ Tk,j ≤prec RT Tj (i, s)]
⇒ V ERDICT = PASS

and
T C(i, s) =

[Tk,i ∈ Tkunacc ∪ T Tkunacc] ⇒ V ERDICT 6= PASS
[
T Cj (i, s)
j

It is a well-known empirical fact among test-engineers that in practical cases |O acc | 
2 · |O|. Indeed, handling of unforeseen, unexpected test cases is arguably the biggest
difficulty that a test-suite designer must face. This challenge often defeats [36, 35] even
the test-suite designers of highly-respected standardization bodies, like ETSI [12], or
ITU [9].
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3.4.2 Applying trace analysis to the ISO-9646 CTFM
I have suggested the partial re-definition of the ISO-9646 Conformance Testing Methodology and Framework (CTMF) [31, 56, 57, 58, 59] to ease the burden of handling
unexpected and unforeseen events during test suite design.
Claim 2.3. I have decomposed the original monolithic verdict-making mechanism of
ISO-9646 into two related, but independent verdict making mechanisms: a decision
about the test purpose observability and a decision about possible behavioral violations of the protocol specification, as shown in Table 1. In order to make this possible
I have also decomposed the ISO-9646 “tester” into two: a test-driver and a traceanalyzer, as shown in Figure 4.
The original ISO-9646 “tester” fulfills two roles: first is to control the test-campaign
and second is to observe and analyze the responses.
Subclaim 2.3.1. I have decomposed the ISO-9646 “tester” entity into the following
two entities while I preserved as much backward compatibility with the previous test
architecture as possible:
The test driver is responsible for controlling the test campaign. It has only a very
limited “go — no go” analyzer role with respect to the set of possible responses.
If the response is expected (“go”) then it proceeds with the test campaign for
test purpose i of state s, according to RT T (i, s). If the response is not expected
(“no go”) then it consult with its dual entity, the trace analyzer.
The trace analyzer is responsible for monitoring and analyzing the test campaign.
From this point-of-view it is a passive entity. It tries to match the observed inputoutput events with the set of all permitted traces from the specification and reports the failure, of the success of this attempt.
This dual-entity replacement of the ISO-9646 “tester” is shown in Figure 4.
File Id: traceconf.tex,v 1.3 2004/11/13 08:47:57 ziegler Exp
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ISO−9646
Tester
(Control and
observation)

Test Driver
(control)

Initialization

Trace Analyzer

Result of analysis

(observation)

ASPs

ASPs
PCO

PCO

Figure 4: Replacement of the ISO-9646 Tester with Test Driver and Trace Analyzer

The decision of the trace
analyzer about the observed
events during the test
there was an error
there was no error
there was no error

The decision of the test driver
about the observability of
of the RT T (i, s)
(in this case irrelevant)
was successful
was not successful

The VERDICT according
to ISO-9646
FAIL
PASS
IN CON CLU SIVE

Table 1: Decomposition of the ISO-9646 verdict making mechanism
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3.5 Stagenis
Claim-group 3. I have investigated the possibilities of combining the Stage [15, 44,
45] algorithm and the Genetic Algorithms (GA) [60]. I have suggested a three-levels
memory approach, which resulted in the the GA-with-Stagenis, or shortly GAS algorithm.
Claim 3.1. I have suggested to combine Stage and Local Search (LS) boosted GA
(LS-GA) algorithms [46, 47, 48].
The combination makes possible to retrain the Function Approximator (FAPP) of
Stage from the search trajectories of those LS runs of LS-GA that are used to calculate
fitness values of GA population members.
Claim 3.2. I have defined a new GA operator called Stage-Assisted-Genesis, or shortly
Stagenis. This new operator can be used as a special form of mutation operator besides
the other traditional GA operators of recombination and selection.
The Stagenis operator uses the training data of the Stage-FAPP to “create” new
members for the population. This “creation” is obtained by performing a local search
in the “feature-space” of problem that is approximated by the FAPP similarly to the
philosophy of the original Stage algorithm [15, 45, 44]. This constitutes a three-level
memory:
1. The trajectory of the LS forms the short term memory.
2. Parameters of the function approximator of S TAGE make the medium-term memory, which aims to uncover the underlying global structure of the search problem.
3. The population of the GA is the long-term memory, which stabilizes and selects
local minima and/or schemas of those structures against the biased search of
S TAGE.
The GAS Algorithm is defined by the following pseudo code:
Claim 3.3. I have made simulation experiments to evaluate the performance of the
GAS algorithm. I have found that while GAS is generally not faster than Stage (on
22

Algorithm 1 The GAS algorithm in pseudo-code
PROCEDURE LS.optimize(x)
RETURN the best Obj found by a LS starting from x
END
PROCEDURE FLS.optimize(x)
RETURN the best state found by a FLS starting from x
END
INITIALIZE old_population
with population_size · (1 − stagenis_rate) random xi members
FOR EACH xi ∈ old_population F itness(xi ) = LS.optimize(xi )
LOAD trajectory i into FAPP
FOR i = 1 TO population_size · stagenis_rate
SET xi = F LS.optimize(randomstate)
INSERT xi in old_population
F itness(xi ) = LS.optimize(xi )
LOAD trajectory i into FAPP
REPEAT
FOR i = 1 TO population_size· (stagenis_rate + 2 · recombination_rate)
_ rate+2·recombination_rate) c)
IF i ≡ 0 mod (b population_size·(stagenis
population_size·stagenis_ rate
THEN
xi = F LS.optimize(randomstate)
INSERT xi in new_population
F itness(xi ) = LS.optimize(xi )
LOAD trajectory i into FAPP
ELSE
SELECT (xi , xj ) of old_population with
selection likelihood proportional to F itness(·)
SET (x0i , x0j ) = recombinate(xi , xj )
INSERT (x0i , x0j ) into new_population
F itness(x0i ) = LS.optimize(x0i )
F itness(x0j ) = LS.optimize(x0j )
LOAD both trajectories into FAPP
INCREMENT i //recomb. generates 2 new members!
FI
FILL_UP the rest of new_population
with the best members of old_population
according to their fitness
FOR EACH such member retain the old F itness(·)
UNTIL <#Gens|#LS|#Evals> exceeds <MaxGens|MaxLS|MaxEvals>
RETURN the best state ever found during LS runs.
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single processor machines) the Stagenis operator boosts GA making it comparable to
Stage. Furthermore, GAS is suitable for parallelization, contrary to the original Stage.
Considering that Stage is inherently a sequentially iterating algorithm GAS promises
us the possibility of almost linear speed-up, as shown by Mann and Orbán in [J6].
File Id: stagenis.tex,v 1.3 2004/11/13 08:47:57 ziegler Exp
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